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Security Engineer- (Hybrid – onsite as needed)
Description

Lume Consulting Group is seeking an experienced Security
Engineer to lead remediation efforts across mission-critical
applications. You will develop and implement a security
remediation plan, classify and categorize data, integrate
security tools, and address application vulnerabilities.

Qualifications

Mandatory Qualifications

10+ years of experience in Security Engineering, including:

Leading data classification and categorization efforts

Conducting SAST/DAST scans and documenting remediation

Documenting “as-is” security reports and user stories

Collaborating with developers to remediate vulnerabilities

Integrating IAM solutions and applying least privilege principles

Experience documenting security risks and issues, including:

Reused/common credentials, plaintext PII, unencrypted data

Desirable Qualifications

Master’s degree in Computer Science

Certified Information Systems Security Professional (CISSP)

Experience with Mend and Invicti or similar tools (10+ years)

Hiring organization
Lume Consulting Group

Employment Type
Part-time, Contractor

Beginning of employment
August 1, 2025

Duration of employment
7 months with possible 12-month
extension

Industry
Government Consulting

Job Location
Sacramento, CA

Working Hours
Full Time
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